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Program Strings Strings Can Go Wrong

def get_hostname(url: str) -> str: Urls with empty paths trigger bugs:

'''"Extract the hostname part.''' get_hostname("https://www.cispa.de")
start_host = url.find('://"') + 3 # Output: 'www.cispa.d'
end_host = url.find('/"', start_host)

hostname = url[start_host:end_host ] Urls involving SQL injection may lead to security issues:
return hostname get_hostname("https://localhost'); DROP TABLE USERS --/")
# Output: "localhost'); DROP TABLE USERS --"

Let's test It: This output string instantiates to an unsafe query:

get_hostname("https://www.cispa.de/home") INSERT INTO HOSTNAMES VALUES ('localhost'); DROP TABLE
# Output: 'www.cispa.de' USERS --')

Annotate Your Program with String Refinement Types

Refinement type constructors: Annotate our function with refinement types for yriGrammar: Grammar = {
the input URL and the output hostname, where '<url>"

def lang(G: Grammar) -> type both are based on a grammar for URLSs: ‘<protocol>://<host><path>",
'<protocol>' :

{S . str | S € Q(G)} Url: type = lang(URLGrammar['<url>"'1]) ['http', 'https'l],

Host: type = lang(URLGrammar['<host>']) RS
def lang(G: Grammar, <char>*"',

@: Condition) -> type def get_hostname(url: Url) -> Host: '<IE?J'Ch>:/;char>*']
{s:str|se Z(G)Ap(s))

'<char>' : ...

# tests

Dynamic Checking Static Checking

for detecting bugs & vulnerabilities for ensuring correctness & safety

Code instrumentation: extends mypy for Python
def get_hostname(url): Type Checker

assert Url.accepts(url) # check input
_ . ' "y 4 ‘? get_hostname("https://www.cispa.de/home")

start_host urlzfln('j('.// ) + 3 = g(G) cet_hostname

end_host = url.find('/"', start_host) Membership test (parsing) "https://localhost'); DROP TABLE USERS --/")

hostname = url[start_host:end_host] link: Url = ...

get_hostname(link)
assert Host.accepts(hostname) # check output g(Gl) C? g(Gz) i Urle whore brotacol='https:

return hostname . . . HttpsUrl: type = lang(...)
U Language inclusion (subtyping) secure_link: HttpsUrl = ...

get_hostname(secure_link)

Manual / random inputs % ﬂ pgthon S; c g(Gl) = OCZ(O]?(SI, 39, - )) —

ls. String operation result type inference  reveal _type(url[start_host:end_host])

VTest passed Test failed: x VType cafe ‘ \ Type error(s) x

assertion violated
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